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 In this chapter, we present an application setup for secured video streaming in ad hoc 

networks. QOS awareness is a key feature of the security scheme that provides 
confidentiality at the content level. The application is adaptive to change in computing 

and network resources. Trade-o_ between security and QOS parameters is of main 

interest of the adaptation procedure. Our study encompasses analysis of video 

streaming characteristics in ad hoc networks using several cryptography algorithms. We 

propose a protocol for securely streaming real-time video in ad hoc networks. The 

novelty of our proposal is that the protocol is adaptable to changes in network 
dynamics. The protocol can dynamically adapt security measure in accordance with 

available resources to maximize QOS. The protocol can also adapt the streaming 

characteristics to provide QOS while maintaining a desired level of security. We 
evaluate our proposal through implementation and analysis of simulation results. 
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INTRODUCTION 

 

 Mobile Ad hoc Network (MANET) is one of the younger wireless net-work technologies that have gained 

massive attention from the research community in recent years. A MANET is a communications network, where 

there is no fixed infrastructure or central authority; the member nodes are self-organized, nodes communicate 

with each other directly or through intermediate nodes, and nodes act both as hosts and routers. MANET nodes 

could be both stationary and mobile, thus no static topology is guaranteed [1]. Many predict that widespread 

adaptation of MANETs for various applications is only a matter of time. Confidentiality is a must have 

requirement for distributing and sharing sensitive information [2] [3]. Confidentiality refers to protection against 

unauthorized disclosure of network information. One goal of a security enabled computer network is to ensure 

confidentiality of data being shared over the network. Cryptography is a popular choice for providing security 

for digital contents. Different cryptographic mechanisms have been developed and standardized to provide data 

security. However, a cryptographic Technique does not come free of additional computational costs. In fact a 

cryptographic operation could be computationally pretty intensive. The computational cost of a cryptographic 

algorithm (encryption and decryption) depends on a number of properties such as the size of the cryptographic 

key, internal state, block size and number of rounds [4] [5] [6]. A cryptographic algorithm could be strong in 

terms of security but costly in terms of computational cost. Real-time video streaming is delay sensitive and also 

resource intensive. Video streaming over a network requires availability of a significant amount of bandwidth 

and demands QOS requirements such as delay and frame rate. Compared to wired connections, wireless links 

are vulnerable and data transmission over wireless medium is prone to errors. Achieving target QOS for video 

streaming is even more challenging in a relatively unpredictable MANET. 

 

Security in Ad hoc Networks: 

 The physical construction and functional characteristics of an ad hoc network make it vulnerable and 

susceptible to malicious attacks. Absence of infrastructure, sole dependency on wireless links, dynamic 

topology, node mobility and multi hop routing have been identified as the primary MANET features that make 

ad hoc networks vulnerable to malicious attacks [7]. Additionally, unlike routing protocols, MANETs lack 

security standards. Standardized security techniques for wired networks and WLANs are not applicable to ad 

hoc networks. For example, use of unique third party certification authority (CA) is against the core concept of 

infrastructure less networks. Use of a single CA for key management in ad hoc networks would be problematic, 

since availability and sustainability of a single station are impossible to guaranty. Use of redundant stations 
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acting as CAs, on the other hand, imposes additional threat as an adversary may pretend to be a CA and 

eventually infects the network. 

 

Video Security in Ad hoc Networks: 

 In the previous section, we have discussed security issues and possible attacks in MANETs and reviewed a 

number of solutions. In this section, we focus on security challenges regarding video streaming over ad hoc 

networks and review related work. Video streaming is resource intensive and has QOS requirements [8]. Video 

applications are delay sensitive and usually require high bandwidth. QOS provisioning is challenging in ad hoc 

networks. The self organization characteristic of ad hoc networks makes it particularly difficult to adopt the 

QOS mechanisms proposed for infrastructure-based networks where service provisioning is controlled centrally. 

Ad hoc networks have to constantly adapt with changing network topology and wireless link quality.  

Introduction of security, cryptography in particular, could make real-time video streaming even more 

challenging for already resource stringent ad hoc networks. QOS requirements of real-time video streaming 

could be compromised due to computationally intensive cryptographic operations. 

 

Cryptography: 

 In this section, we review cryptography concepts and techniques, and present overview of the cryptography 

algorithms that we have used in this work. Digital contents. Cryptographic techniques transform digital contents 

to an unrecognizable altered form. In cryptographic terms, the original content is referred to as the plaintext and 

the transformed content is called the cipher text. The procedure that transforms a plain text to a cipher text is 

called encryption. The method of reviving the original plaintext from the cipher text is called decryption. 

Usually the encryption and decryption procedures are lossless and non-additive, but there are exceptions. The 

basis of a cryptographic technique is sharing some secret information among trusted parties. In a networked 

environment, confidential information could travel through unknown intermediate routers before reaching the 

target destination. A cryptography technique ensures that only the legitimate target destination or trusted parties 

have access to the confidential data by sharing a piece of secret information in advance. This secret information 

is commonly termed as the key of the cryptographic technique. A cryptographic key is essential for the 

encryption and decryption operations. Depending on the characteristic of shared secret information, 

cryptographic techniques can be classified into symmetric key and public key based cryptographic 

infrastructures. In symmetric key infrastructure, a single key is shared and used for both encryption and 

decryption. Public key infrastructure, on the other hand, utilizes two separate keys. Encryption is carried out 

using the public key, whereas a private key is used for decryption. A public key based approach involves a key 

exchanging technique such as Differ Hellman key exchange. Both approaches have their own strengths and 

weaknesses and are appropriate for different application domains. According to operational procedure, 

cryptographic techniques can be further classified as stream cipher and block cipher. Stream ciphers operate on 

abit stream of arbitrary length, e.g., a single byte. Block ciphers, on the other hand, only accept a block of data 

of a predetermined size and transform the input into a cipher text. Stream ciphers are usually light weight and 

faster than block ciphers but vulnerable to various attacks [9]. For our evaluation, we have chosen several 

cryptography algorithms that are FIPS (Federal Information Procession standard) and NIST (National Institute 

of Standards and technology) [10] approved. The following is the outline of the selected cryptography 

techniques: 

_ Symmetric key infrastructure: 

- Stream ciphers: RC4 and Salsa20 

- Block ciphers: DES and AES 

_ Public key infrastructure: 

- Elliptic Curve Cryptography 

 Figures 1 and 2 show time required to encrypt vet different sizes of les using different cryptography 

schemes. RC4, Triple-DES, AES 128, AES 256, Salsa20 128 and Salsa20 256 are presented separately in Figure 

2 for better visibility. On the x-axis is le size and on the y-axis is time required to encrypt the _le. From Figure 

2, we can see for RC4, Triple-DES, AES 128, AES 256, Salsa20 128 and Salsa20 256, the encryption times are 

always within 500 ms of each other. From Figure 1, it is clear that ECC schemes, for any curve size, are more 

expensive than the other four algorithms. For instance, RC4, Triple-DES, AES 128, AES 256, Salsa20 128 and 

Salsa20 256 took less than 1500 ms to encrypt the 1 MB binary _le, whereas the ECC with a 128-bit curve took 

more than 8000 ms, 80 s more than any other non-ECC scheme. 
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Fig. 1: File size vs. encryption time of different cryptography schemes. 

 

 
 

Fig. 2: File size vs encryption time of di_erent cryptography schemes. 

 

Proposed method: 

 In this chapter, we present an application setup for secured video streaming in ad hoc networks. QOS 

awareness is a key feature of the security scheme that provides confidentiality at the content level. The 

application is adaptive to change in computing and network resources. Trade-o between security and QOS 

parameters is of main interest of the adaptation procedure. QaASs doers security both at the network and at the 

content level. We have chosen public key infrastructure approach to provide authentication at the network layer. 

QaASs establishes network level security (authentication) in a distributed manner. We follow Dhillon et al.'s 

proposed distributed CA technique in our work. Dhillon et al. [11] proposed a fully distributed CA for OLSR 

based ad hoc networks. The certification technique utilizes core concept of Shamir's threshold cryptography 

[135] and is similar to MOCA proposed by Yi and Kravets [12]. The initial assumption is that the network 

contains predefined special nodes called shareholders. Shareholders can generate partial signatures. A node 

joining the network, can obtain a certificate only if it receives at least k partial signatures form k different 

shareholders. Both MPR and non-MPR nodes can be a shareholder. A shareholder offering service can be 

identified from the broadcasted HELLO messages. HELLO messages can only reach one-hop neighbors. It is 

very much likely that all k shareholders are not within one-hop distance of the certificate requesting node. 

Information about shareholders is collected by each MPR node from its MPR selector's set and propagated 

across the network using TC messages. In this way, all the nodes in the network become aware of all the 

shareholders. Each node maintains shareholders' identity and distance (hop count). A node requests for 

certificate by sending out CREQ messages to at least k shareholders. Each shareholder reply to the requesting 
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source with CREPLY message that carries a partial signature. From k partial signatures, the certificate 

requesting node can construct a complete signature that is variable by the other (authenticated) nodes in the 

network. Since, our network aims to provide delay sensitive multimedia services, we have critically taken in 

consideration the overhead caused by security mechanisms. For example, onion routing like techniques provide 

anonymity in addition to confidentiality, but, not suitable for delay sensitive applications. QaASs aims to 

support both symmetric key and asymmetric key cryptography for content level security. Both symmetric and 

asymmetric key cryptography infrastructures require key agreement among involving parties. Since, nodes are 

verified for a valid digital signature before being added to the routing table, for cryptographic key exchange, we 

only verify if the service request is coming from a valid node by comparing the node's digital signature with the 

one stored in the routing table. For already varied nodes, service key establishment can follow any conventional 

key exchange protocol approve priate for the cryptosystem of interest, e.g., Diffie-Hellman Key Agreement 

Protocol. 

 We propose two ECDH based rekeying techniques:  

1. The source generates a new random integer a0 and computes a0P and sends it to the destination. Since, the 

source have already received bPduring the session setup phase, the destination is not required to resend bP . 

Both the source and destination can compute a0(bP ) and b(a0P) respectively, thus a new shared secret x0. A 

new symmetric key can be derived from x0. For this approach, we would only require one way 

Communications. 2. The source generates a new random integer a0 and computes a0P and sends it to the 

destination. The destination generates a new random integer b0 and computes b0P and sends it to the source. 

Up-on receiving b0P, the source can compute a0(b0P). Up-on receiving a0P, the destination can compute 

b0(a0P). Therefore, a new shared secret x0 can be computed. A new symmetric key can be derived from x0. For 

this approach, we would require two way communications. It is possible that information exchanged for 

rekeying be sent separately or if possible, piggyback on data traffic. The latter reduces traffic overhead. Another 

important issue is the rekeying frequency. A higher rekeying frequency would require exchange of a lot more 

information compared to a low rekeying frequency. Since the amount of information exchanged inuences 

network resource utilization, this is of important consideration. Rekeying frequency should be chosen in such a 

way that it does not cause serious traffic overhead that interferes with actual multimedia traffic. 

 

 
 

Fig. 3: Architecture of a wireless node in NS. 

 

Simulation and Results: 

 For our implementation, we have used NS version 2.28 using Tcl 8.4.5 and OTcl 1.9, compiled using GCC 

3.31 supporting POSIX thread. Figure 3 shows the architecture of a wireless node in NS. In NS, each 

component is identified as an Agent, e.g., routing agent, transport layer agent etc. The appropriate agent must be 

attached to a node (i.e., included in the node properties), in order to use the service provided by the agent. An 
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NS node communicates with each component through unique ports. Looking at the packet header, address 

multiplexer decides if a packet should be handed over to the routing agent or an upper later protocol (an agent), 

which in turn forwards the packet to the appropriate application port. In Figure 3, the routing agent carries out 

the route discovery, route maintenance, forwarding and packet routing. We have used an NS-2 implementation 

of the MP-OLSR [13] which is developed based on UM-OLSR [14]. UM-OLSR is implemented according to 

the RFC 3536 specifications. In Figure 3, at the link layer, there is a separate module that implements the MAC 

protocol. The IEEE 802.11e (EDCA) admission control mechanism s implemented in this module. We use an 

available NS-2.28 implementation of 802.11e. 

 In this section we present the simulation results. We carry out a series of simulations to measure a number 

of performance metrics. We discuss the simulation parameters, metrics and simulation results in the remaining 

of this section. Table 1 lists the common network and simulation parameters. Network and simulation 

parameters used for this evaluation are listed in Table 1. We performed the simulation on a network with 36 

nodes. Video traffic begins at the 10th second. This to allow the proactive routing protocol some time to build 

the routing tables. We used the same 11 cryptography schemes as in Section 3.7.8. Each slice in the H.264/AVC 

sequence is encrypted independently. Presented results are confirmed with 95% confine level. Figures 4 and 5 

show how different cryptography algorithms inuence packet scheduling time. Figure 5 presents RC4, Triple-

DES, AES 128, AES 256, Salsa20 128 and Salsa20 256 data separately for better visibility. 

 
Table 1: Network and simulation parameters. 

 
 

 
 

Fig. 4: Packet scheduling time. 
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Fig. 5: Packet scheduling time. 

 

 Figures 6 and 7 show transmission delay of encrypted video data. Figure 7 presents RC4, Triple-DES, AES 

128, AES 256, Salsa20 128 and Salsa20 256 data separately for better visibility. On the x-axis is transmission 

timestamp and average transmission delay per second collected over the transmission period is on the y-axis. 

From Figure 7, we can see RC4, Triple-DES, AES 128, AES 256, Salsa20 128 and Salsa20 256 show very 

similar trends. In absence of any additional QOS mechanism, transmission delay gradually increases with the 

progression of transmission. This is due to congestion caused by increasing traffic at the default data rate. ECC 

schemes on the other hand, experience low transmission delay because of low data rate caused by expensive 

ECC encryption operations. 

 

 
 

Fig. 6: Packet transmission delay. 

 

 
 

Fig. 7: Packet transmission delay. 

 



1337                                                 Ali Azimi Kashani and Hadi Mahriyar 2014 

Advances in Environmental Biology, 8(10) June 2014, Pages: 1331-1338 

 According to the simulation results, in adaptation option one, in order to meet the crypto threshold, an ECC 

crypto scheme with higher throughput is chosen. An ECC crypto scheme with a smaller curve offers higher 

throughput. When switching to a higher throughput crypto scheme, we are selecting an ECC crypto scheme with 

a smaller curve and therefore, security is being compromised while original video quality is maintained. In 

adaptation option two, in order to meet the crypto threshold, based on receiver feedback, we decide if frames 

containing inter coded macro blocks (e.g., P and B-frames) should be encrypted. When P or B-frames are not 

encrypted, we are putting out unencrypted data for transmission. Therefore, security is compromised but original 

video quality is maintained. In adaptation option three, in order to meet the crypto threshold, we do not transmit 

the unencrypted P or B-frames. As a result of which video quality is compromised but security is maintained. In 

adaptation option four, frame rate is adapted in order to meet the crypto threshold. Reducing the frame rate 

compromises video playback quality. Similar to the adaptation option three, since all video data are encrypted 

with the original crypto scheme, security of the transmitted video data is maintained. Table 2 summarizes the 

key elements of comparison of the four adaptation options. 

 
Table 2: Summary of comparison of the four adaptation options. 

 
 

Conclusion: 

 The goal of this work was to develop a solution that addresses the issue of transmission delay overhead 

caused by cryptography operations. We perceived the addressed problem in the context of multimedia streaming 

in ad hoc networks. We reviewed the challenges associated with security mechanisms and multimedia services 

in MANETs. In order to develop a possible solution, we have evaluated a number of MANET properties and 

cryptography algorithms. Based on our evaluation, we have proposed an adaptive mechanism that aims to 

provide stability between QOS of multimedia service and security measures. We have proposed an adaptation 

mechanism that adapts cryptography and/or multimedia service properties in order to meet desired QOS while 

maintaining the required level of security. The adaptation mechanism utilizes service feedback from the receiver 

in real-time. We have presented four different adaptation options exemplifying different application 

requirements. In order to verify our proposal, we assembled an NS based simulation environment for secured 

multimedia streaming in ad hoc networks. One attractive feature of the simulation setup is that, it carries out 

cryptography operations in real-time on actual video data, making it very close to real-world experience. 
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